
MoonlightLabs
Beginner Web Application Pentesting & Security Researcher

Israel  |  Age: 17

SOCIAL MEDIA

GitHub: https://github.com/TheMoonSir  |  Medium: https://medium.com/@1moonlightlabs  |  Email: moonlightlabs@moonlightlabs.online

SUMMARY

Beginner Web Application Pentesting and security researcher focused on finding, documenting, and responsibly reporting security
vulnerabilities. I use linux daily and have hands on experience with Python and JavaScript, with a focus on web security, vulnerability
research.

EXPERIENCE

Beginner Web Application Pentesting May 2026 - Present

• Finding and responsibly reporting security vulnerabilities in websites.

Website Developer November 2023 - 2025

• Building websites with a focus on functionality, security, and maintainability.

PROJECTS

Simple Recon  |  https://github.com/TheMoonSir/SimpleRecon/
• A simple reconnaissance tool.

WebReconX  |  https://github.com/TheMoonSir/WebReconX
• A tool designed to help discover potential vulnerabilities

SKILLS

Security & Development: Beginner Web Application Pentesting, Web Development, Burp Suite, Linux, Python, JavaScript, Vulnerability
Research, Bug Bounty, Security Research, Golang

TECHNICAL & LANGUAGE PROFICIENCY

Programming: Python (2 years)  |  JavaScript (3 years)  |  Golang (1 month)
Languages: English (Medium)  |  Hebrew (Fluent)

WRITEUPS

Leaked Account Lead to RCE  |  https://moonlightlabs.online/blog/leaked-account-lead-to-rce
September 16, 2026
• How I went from discovering leaked account credentials to Remote Code Execution.
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